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DETAILED ACTION 

1 . This action is response to communication: RCE filed on 07/16/2009. 

2. Claims 1-6 and 17-24 are currently pending in this application. Claims 1,17, and 
21 are independent claims. 

3. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .1 7(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
07/16/2009 has been entered. 



Response to Arguments 

4. Applicants' arguments and amendments to claim 21 have overcome the prior art 
or record and the rejection for that claim has been withdrawn. 

5. Applicant's arguments filed 07/16/2009 in regards to claims 1 and 17 have been 
fully considered but are not persuasive. 

As per claims 1 and 17, the applicants argue that Sherman teaches away from 
encoding the information to be not decodable by another processor as Sherman 
teaches physical isolation of processes in predefined security levels. The applicants 
further argue that the TCB's in Sherman assigned at a first security level can decode 
data that has a second security level protection. However, this is not how Sherman acts 
as a whole. The applicants point to col. 4 lines 45-50, wherein it recites that under 
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established security rules, no information may flow between nodes of lower to higher 
security absent a need to know. However, this flow of information, even if it may be 
flowed from a lower security to a higher security, is not the decoding of encoded 
information at different security levels. As seen in proceeding paragraph, in col. 4 lines 
60 to col. 5 line 3, each processor is restricted to processing data at the assigned 
security level it is associated with. Thus, even if information may flow from a processor 
to another processor, processors can only process data at the level it is associated with. 
Thus, Sherman teaches that the encoded information is not decodable by another 
processor corresponding to a different security level, as the processors are configured 
to only process information at its own security level. 



Claim Rejections - 35 USC §112 

6. The previous 112 rejections have been withdrawn in response to applicants' 
amendments. 

Claim Objections 

7. Claim 21 is objected to because of the following informalities: 

8. As per claim 21 , the claim recites "wherein a re-encapsulated channel encrypted 
outbound packet being configured to be able to be decoded by processors assigned to 
the first security level." There are grammatical errors in this clause, and perhaps should 
be amended to "wherein a re-encapsulated channel encrypted outbound packet 
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configured to be able to be decoded by processors is assigned to the first security 
level." 

. Appropriate correction is required. 

Claim Rejections - 35 USC § 103 

9. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

10. Claims 1-4, 17, 18, and 20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable Thedens et al. US Patent No. 6,041,035 (hereinafter Thedens) in view of 
Sherman et al. US Patent No. 5,075,884 (hereinafter Sherman). 

As per claim 1, Thedens teaches a multi-channel radio operating with multiple 
security levels, comprising: more than one input, each input corresponding to a security 
level (Figure 1 , with security levels of red/black); a first set of more than one processors, 
each of the processors in the first set of more than one processors is coupled to one of 
the inputs (Figure 1 ; also col. 5 lines 60-67, wherein there are multiple black and red 
processing modules, wherein processors are 262 and 282; each of the processors in 
the first set of more than one processors corresponding to the security level of the 
respective input (Figure 1 ; also col. 4 lines 25-38) ; a second set of processors coupled 
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to the first set of more than one processors via a first common bus (Figure 1 , wherein 
second processor is processor 302);; wherein one of the processors of the first set of 
more than one processors encodes information reeived from the input to provide 
encoded information (col. 4 lines 25-38); wherein the encoded information is configured 
to be able to be decoded by devices corresponding to the security level of the one of the 
processors of the first set of more than one processors (col. 4 lines 25-38); wherein the 
first common bus is configured to direct the encoded information to an intended 
processor of the second set of more than one processor, the intended processor 
corresponding to the security level (col. 5 line 60 to col. 6 line 14). 

However, at the time of the invention, Thedens does not explicitly teach a second 
set of more than one processors. Thedens teaches at least one processor though, as 
mentioned above, such as processor 302. Having additional processors is well known 
in the art though, such as taught by Sherman. Sherman teaches wherein systems 
implement multiple processors to implement multi-level security (col. 4 line 60 to col. 5 
line 3). Sherman further teaches wherein the encoded information is not decodable by 
another processor of the second set of more than one processors corresponding to a 
different security level (col. 4 line 60 to col. 5 line 3, wherein each processor is 
dedicated to a specific security level and is restricted to only processing data at that 
security level). 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art to include the teachings of Sherman with Thedens. Having multiple processors 
for multiple security levels is well known in the art, as Sherman throughout this 
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applicatin. As seen, each processor is dedicated to processing information at a different 
level, and thus, it would make the system more secure as each processor can only 
perform the security level it is assigned. 

As per claim 2, Thedens teaches wherein the first set of more than one 
processors are red processing devices (Figure 1). 

As per claim 3, Thedens teaches wherein the second set of more than one 
processors are black processing devices (Figure 1 ) 

As per claim 4, Thedens teaches wherein the first set of more than one 
processors are red processing devices (Figure 1) 

Claim 17 is rejected using the same basis of arguments used to reject claim 1 

above. 

Claim 18 is rejected using the same basis of arguments used to reject claim 2 

above. 

Claim 20 is rejected using the same basis of arguments used to reject claim 3 

above. 

1 1 . Claims 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Thedens 
and Sherman as applied above, and further in view of Fletcher US SIR Reg. No. H1 ,836 
(hereinafter Fletcher). 

As per claim 5, the Thedens teaches switching devices, but does not explicitly 
teach wherein the first common bus is an Ethernet packet switching device. However, 
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using Ethernet devices are well known in the art, as pertaining to multi-channel 
communication radios, and are taught throughout Fletcher, such as in col. 16 lines 20- 
30. 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art to combine the Thedens and Sherman combination with Fletcher. Fletcher 
teaches that a switching modules may include many components, such as busses and 
Ethernet interfaces. As Ethernet is well known in the art and used commonly to those in 
the field, it would have been obvious to make a switch compatible for Ethernet packets. 
Providing an Ethernet switch would make the invention more practical and adaptable to 
use as Ethernet is well known and used frequently. 

12. Claims 6 and 1 9 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Thedens and Sherman as applied above, and further in view of Mahany US Patent No. 
5,960,344 (hereinafter Mahany). 

As per claim 6, the Thedens combination teaches the use of a bus, but does not 
explicitly recite PCI busses. However, PCI busses are well known in the art, and may 
be implemented in multi-channel radios, such as taught by Mahany in col. 9 lines 10-21 . 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art to combine the teachings of the Thedens combination with Mahany. PCI busses 
are well known in the art and used commonly, and it would have been obvious to 
incorporate PCI busses to make the systems compatible with the systems on the 
market. 
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Claim 19 is rejected using the same basis of arguments used to reject claim 6 

above. 

Allowable Subject Matter 

1 3. Claims 21 -24 would be allowable if rewritten to overcome the minor claim objects 
as set forth in the Office Action above. 

The following is a statement of reasons for the indication of allowable subject 
matter: The applicants have amended the claims which overcome the prior art of 
record. 

Conclusion 

14. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to JASON K. GEE whose telephone number is (571)272- 
6431 . The examiner can normally be reached on M-F, 7:00 am to 4:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571 ) 272-381 1 . The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. 

/Jason K Gee/ 
Examiner, Art Unit 2434 



/Gilberto Barron Jr./ 

Supervisory Patent Examiner, Art Unit 2432 



